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SpectraGuard® Enterprise
Comprehensive Wireless Intrusion Prevention and Threat Remediation 

As wireless becomes a business utility, the 

challenge is not keeping wireless out but  

managing your wireless vulnerabilities 

and intrusions. AirTight SpectraGuard 

Enterprise automates all steps of the 

vulnerability management cycle so com-

panies of all sizes know their corporate 

networks and wireless business processes 

are protected from wireless threats. 

Unprecedented Visibility into Wireless 
Vulnerabilities 

AirTight® Networks enables enterprises to 

protect both wired and wireless networks 

and mobile client security from wireless 

vulnerabilities. AirTight delivers around-

the-clock threat monitoring and automatic 

intrusion prevention and manages wire-

less network performance for maximum 

capacity and uptime. With continuous 

scanning of the airwaves, your company 

is automatically protected against data 

leakage through the wireless network. 

Within minutes, you can proactively detect 

and eliminate threats with the industry’s 

most accurate and robust automated 

classification technology. 

Simplified Regulatory Compliance 
Reporting 

SpectraGuard simplifies the task of both 

internal and regulatory audits with easy 

to use auditing and reporting tools. 

SpectraGuard Enterprise provides 

predefined reports that map wireless 

vulnerabilities to specific data security 

compliance standards such as PCI, 

Sarbanes-Oxley (SOX), HIPAA, Gramm-

Leach-Bliley (GLBA), and DoD Directive 

8100.2. Accurate on-wire/off-wire classi- 

fication filters neighboring devices from 

the reports, eliminating the guesswork 

and time needed to validate the results 

of your vulnerability scans. Automated 

report generation and delivery make com- 

plex wireless audits a “hands off ”process. 

Unsurpassed Threat Detection  
and Remediation

SpectraGuard Enterprise protects your 

organization from emerging threats 

including comprehensive 802.11n rogue 

APs, Multi-Pot threats, Denial of Service, 

and WEP cracking attacks. AirTight’s unique 

DoS prevention disrupts malicious behavior 

and reclaims bandwidth for your author-

ized APs and clients keeping your mission 

critical applications running at optimal 

efficiency. 

AirTight’s location tracking technology is 

the most precise solution that accurately 

locates any unauthorized access point or 

client on your floor map for quick removal. 

C o m p l ete    W ire   l ess    
V u l nera    b i l it  y  Manage      m ent 

Gain full visibility of your airspace  
and wired network

Support for Wi-Fi 802.11a, 802.11b, 
802.11g and 802.11n Wi-Fi 
technologies

Block unauthorized access and rogue 
traffic without disrupting business

Locate unauthorized access devices  
on your floor map for quick removal

Easily troubleshoot client performance 
and connectivity issues

	 Centralized management for securing 
wireless end-points

 




