
Technology Integrati on Services...

With clients ranging from FTSE-100 Global enterprises to leading market verti cal 
organisati ons & Government bodies, Preventi a have been at the forefront of introducing 
leading-edge technology soluti on into the UK since 2004.

We pride ourselves on our unique product portf olio. Our technology partners are 
carefully selected to ensure we conti nue to lead the way in providing integrated, cost 
eff ecti ve, end-to-end enterprise security soluti ons.

Technology Partners...

 

“Preventia have been 
invaluable in 
providing advice, 
products and services 
which address the 
concerns faced by 
large enterprises” 
 
Steve O’Donnell, SVP IT 
Infrastructure, First Data 

 

Portnox ™ by Access Layers represents a new approach to Network Security, providing complete control of all IP devices 
regardless of how they access the corporate network. Portnox allows network administrators to confi gure access 
parameters for physical network ports or devices, determining which devices are allowed access, and to what.

1) Identi fying if devices connected to the network are ‘part’ of the network ( a company known device and not a rogue 
device)

2) Insures that each applicati on device complies with the company network access security policy

With Portnox, the most vulnerable point in your corporate network, the physical network switch, is monitored at all 
ti mes, providing you with a centralized switch monitoring and management soluti on that fully protects the corporate 
network - from ‘the inside’ 

Quest Soft ware’s award winning TPAM Suite provides Privileged Access Management Soluti ons for Automated Password 
Change Controls, Secure Password Storage, Full-Session Recording & Compliant Monitoring of Access to Criti cal Systems.

Privileged Password Management: Password Auto Repository (PAR) is an award-winning dedicated appliance-based 
soluti on for the Secure, Compliant Management & Control of all shared/privileged accounts and hard-coded script/
applicati on passwords.

Privileged Session Management: eGuardPost provides a secure, auditable soluti on for managing privileged user access 
to internal systems, with full session recording and playback opti ons. 

Privileged Command Management:  Unique, confi gurable privileged command capabiliti es provides granular 
management & control of privileged user acti vity down to the command level.

Forward Thinking Security Solutions
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Lumension delivers unifi ed protecti on and control soluti ons via a proven, Positi ve Security Model that simplifi es security 
management to provide defi niti ve protecti on of enterprise data and IT assets, improve operati onal effi  ciencies, reduce 
costs and accelerate business results.

Lumension’s award-winning product portf olio includes the best-of-breed, policy-driven soluti ons that address all areas 
of the security management lifecycle

Breaking the Modern Malware Infection Lifecycle

FireEye is the world leader in combating advanced malware, zero-day and targeted APT attacks that bypass 
traditional defenses, such as next generation Firewalls, IPS, AV and Web gateways. 

The FireEye Malware Protection System is the industry’s first solution that breaks the full Modern Malware 
infection lifecycle stopping zero-day attacks and outbound callbacks while inoculating networks from future 
attacks. FireEye blocks the 90% of Modern Malware attacks that conventional defences miss. It features near-
zero false positive rates for a rapid security ROI.

WhiteOPS™ provide soluti ons for the organizati on’s mission-criti cal business applicati ons rely fi rst on next generati on 
Business Asset Monitors (BAMs). 

Whitebox WhiteOPS supports a wide variety of leading infrastructure systems (Operati ng systems, applicati on servers 
etc.), mission criti cal business applicati ons (ERP, CRM etc.) and third party integrati on.

Whitebox Security soluti ons are certi fi ed by the soft ware vendors and integrate seamlessly with the organizati on’s 
security infrastructure and business applicati ons.

Prolexic - Distributed Denial of Service (DDoS) att ack preventi on

Prolexic Technologies provides class-leading global DDoS miti gati on service that protects Internet operati ons from the 
debilitati ng service disrupti ons caused by DDoS att acks.

Prolexic off ers class-leading Network Protecti on Services, globally, and has built a network of people, a wealth of 
knowledge and experience, and an availability of channel partners to ensure that the most advanced and reliable DDoS 
miti gati on services in the world are easily accessible to online businesses.

Venafi ™ Encrypti on Director™ is an enterprise-wide encrypti on management platf orm that centralizes and automates 
the management of encrypti on assets (keys and certi fi cates) throughout the IT infrastructure, across diverse encrypti on 
systems, operati ng environments and applicati ons.

Director automates the SSL certi fi cate management and enterprise key management processes necessary to ensure 
proper data protecti on and regulatory compliance, including discovery, monitoring, alerts, lifecycle management and 
automated applicati on confi gurati on.
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