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New Portal Features

* Customer Dashboard

e Attack Monitoring

* Reports by Function of Service

* Configuration Breakdown by Service

e Customer View into Current Tickets

* Admin Privileges to Specific Users

* Resource Area for Common Documents
* Direct Access to Support
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Customer Dashboard

m Customer Dashboard

Clean Traffic at Jan 18, 2012 20:57:49
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Attack Monitoring

&= Flow Based Attack Monitor

20:59:47 GMT | 01/18/2012
Logged in as: bankworldcorp@bankworldcorp

MY ACCOUNT HELP LOGOUT

. 5] powNLoAD | Gmd EMAIL | P PRINT

Status  Alerts ~ Traffic ~ Mitigation ~ Administration

bankworldcorp Security Status

bankworldcorp Summary Alerts
('Oi,?‘l +out) bankworldcorp Summary Jn 2012 Importance Ongoing Recent Last 24 Hours

High 1} 26 2

om Medium 0 0 0

Gk Low [s] o 0

-30M Total 1} 26 8

-40 M

-50 M

2100 2300| 100 300 500 0 goo ]]00 ]300 ]500 1700 1900
Wed 18
B bankworldcorp

Ongoing Alerts

No results returned for your query
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Reports by Function of Service

Home ‘ Attack Monitor ‘

@ Prolexic Customer Re

On-going Attacks

Past Attacks

Attack ID
1245
1196

709

672

280
83

Events

UDP Flood

SYN Flood

SYN Flood

SYN Flood

SYN Flood
SYN Flood
GET Flood

Reports

Bandwidth Graphs

Alerts

Proxy Stats

HTTP Stats

Attack Events

SOC Alerts

Configuration

‘ Tickets ‘ Documents ‘ Support ‘ Contact Us

Start Time

2011-10-31 08:45:00
2011-10-03 01:35:00
2010-12-16 12:40:00
2010-11-22 02:25:00
2010-03-19 02:29:27
2010-03-18 04:12:24
2009-12-10 05:01:35

CONFI

DENTIAL

Currently, there is no occuring attack.

End Time

2011-10-31 09:16:59
2011-10-04 11:04:34
2010-12-16 01:28:53
2010-11-22 05:00:51
2010-03-19 05:56:48
2010-03-19 12:57:58
2009-12-10 08:01:35

PROLEXIC

DDoS Attacks End Here.



Configuration Breakdown by Service

Home Attack Monitor Reports ’ Configuration lickets ‘ Documents ’ Support Contact Us

S U ]
, -
Prolexic Device Prolexic Endpoint Ipoint

Tunnel Space IP Profix
aldeat 209.200.173.39 209 200 173.148/30 93191176 0/24
al hkgt 209.200.142 229 209200 143 32/30 93191176 0v24
3 miat 209.200.173 .39 209200 173.148/30 93191176 0/24
al s 209.200.189 238 Logs 209 200.190.32/30 93191176 0/24
3 lon1 209200181 246 o 209 200 181 96/30 93 191176 0/24
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Tickets

= Prolexic Customer Tickets

Resolved Tickets: 15 Tog
search!
1 51618 FLOW WN = r1 lon1 resolved 20120118 06.14.36 0 2012.01-18 06:31.58 0 2012-01-19 06:14 36.0
2 153 DDOs atack detected resoved  2012-01-16 162044 0 2012:01-16 194336 0 20120116 2025 54 0
3 6104 A resoved  2012-01-03 16:56.05.0 2012-01-18 19:17.33.0 2012-01-06 00:15:11.0
4 58085 Prolexse POC - 310CT11 resolved  2011-10-30 16.08:31.0 2012-01-18 15.09.57 0 2011-10-31 2323070
5 S12%6 Pr. - 1 21 resolved  2011-10-03 15:39.45 0 2012-01-18 15:10:26 0 2011-10-04 17:23.49.0
6 52624 POC - SMAY 11 resolved  2011-05-05 11:38:17.0 2012-01-18 1510490 20110509 13.21:320
T 48778 attack to bankworddcorpy/93 191 175 126 resolved  2010-12-16 1254.04 0 2010-12-16 20.19.49 0 2010-12-16 21.29.19.0
8 48 Attack 2 Bankwordcomp resolved  2010-12-02 21:45:53 0 2010-12-03 05:03:19.0 2010-12-03 05:59:31.0
9 48182 Attack 10 Bankworidcorp - 93 191 175 024 resoved  2010-11-22 13:50.28 0 2010-11-22 17:02.21.0 2010-11-22 18:55:12.0
10 4815 20C today 22NOV10 resolved  2010-11.22 085948 0 2010-11.22 09.23570 2010-11.22 1317 510
1 435 Astack %o baloworddcorp 93 191 175 126 detected resolved  2010-03-19 13.49.26 0 2010-03-19 18:47:10.0 2010-03-19 18:47:31.0
12 43455 Attack 10 bankworidcorp 93 191 175 126 detectad resolved  2010-03-18 15:48:10 0 2010-03-19 12.07:270 2010-03-19 16:00-:00.0
13 28182 \gat attack website resolved  2008-05-27 17.02420 2008.05-27 17:30.52 0 1970-01-01 00.00.00.0
14 2589 intial Setup resolved  2008-05-19 15:37.08 0 2008-05-22 06:48:39.0 1970-01-01 00.00:00.0
15 25889 FW P for qur pratand customer resolved  2008-05-19 15:01:16.0 2008-05-19 19:37:47.0 1970-01-01 00-00-00.0
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5 Last Updated 9/30/11 5:40 AM ‘ © 2 Subfolders ‘

I
T

dSl

v Subfolders

Folder # of Documents

|—

() Attack Reports

4=

() White Papers

Showing 2 results.

v Documents
Name Size

#) Routed Solution Provisioning Guide 382 0k

J~| SSL X-Forwarded-For Logging 70.2k
98.7k

/- Web Server Optimization —

Showing 3 results.
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Reports ’ Configuration ’ Tickets ‘ Admin ’ Documents ‘ Support

= Prolexic Customer Create Ticket

Create A Ticket
Select Ticket Type:
Subject:
Message:
Create
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