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PAR Password
Auto Repository

Compliant management of...

  Privileged Account Passwords

  Shared Account Passwords

  Service Account Passwords

  Embedded Application Passwords

  Embedded Script Passwords

Product Highlights

  Secure Appliance Delivery

  256 Bit AES Encrypted Password 
     Storage

  Embedded Hardware Firewall

  Password Change Controls

  Password Release Controls

  Extensive Audit and Reports

  Extensive Platform Support

  API and CLI Support

  Optional Session Control

  Optional Session Recording and
     Playback

The management and control of shared / privileged account passwords 
of all types is a demanding security and compliance concern for 
today’s enterprise. In-House developed solutions such as, safe/
envelope, encrypted spreadsheets and databases are unable to meet 
the audit demands driven by SOX, PCI, HIPAA, GLBA, Basel II and 
many others. 

Unlike typical user accounts, shared / privileged accounts are typically 
granted elevated user privileges including an ability to create/control 
other accounts, change configurations, modify system information and 
even affect existing security and audit controls. Add to this, the fact 
that these accounts are typically generic (root, administrator, enable, 
etc.) and have no individual accountability and you realise the security 
and compliance issues these accounts represent.

e-DMZ Security’s award winning Password Auto Repository (PAR) was 
the industry’s first product dedicated to the secure and compliant 
management and control of all shared / privileged accounts. Winner of 
Secure Computing Magazine’s Readers Trust Award for BEST Password 
Management and Identity Management solution, PAR is the only choice 
for companies of all sizes from SME to the world’s largest enterprises, 
including 5 of the top 7 Forbes ranked Banks! PAR is delivered as a 
purpose built hardened appliance with no agent or 3rd party software 
/ hardware needed to deploy. 

PAR can be installed and running within one day delivering an 
immediate Return on Investment. With PAR you no longer have to 
worry about changing account passwords when administrators change 
function or leave the company. Replace embedded and hard-code 
script and program passwords with a simple “get password” call into 
PAR. PAR delivers total compliance and security for all your critical 
account passwords. 
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Forward Thinking Security Solutions 



Secure Purpose Built Appliance

All PAR appliances included an embedded hardware Firewall 
card for protection and full AES 256 disk encryption.  As a 
purpose built appliance there is NO console or underlying 
Operating System access.  Only authenticated incoming 
connections, via port 443 users & 22 for API’s / CLI’s, 
are allowed.  All other traffic is blocked by the embedded 
Firewall. 

Secure Password Storage

The entire PAR appliance hard drive is AES 256 encrypted.  
Individual passwords are encrypted a second time using a 
different encryption key prior to storage in the PAR database 
for additional security. 

Dual and Auto Password Release Control

The release of Passwords can either be automatically 
approved by the PAR appliance or require dual (or more), 
release authorisations. 

Individual Accountability

A key compliance requirement is the need to deliver individual 
accountability when using shared privileged passwords.  
PAR will not release an account password to more than one 
authorised requester at a time.  Last-use change controls 
assure and enforce individual user accountability.

Password Change Controls

PAR supports both time-based and last-use based password 
change control configurations on a, per managed system or 
account, basis.  Last-use change controls assure a unique 
password is set for each account access – providing a one-
time-use privileged password is used every time.

 

Extensive Platform Support

PAR supports password change controls for most systems 
including Windows, UNIX, and Mainframe along with 
many others.  PAR supports most network devices and 
Firewalls as well as databases and many other enterprise 
applications.  Platforms and applications are consistently 
being added to the PAR supported systems directory.  
Unsupported or bespoke platforms can easily be added 
on a case-by-case basis for specific PAR deployments.

Reporting and Auditing

Every interaction with PAR audited and reported on and 
available via PAR’s in-built interactive reporting suite.  
Reports maybe scheduled and / or exported in .excel, or 
.csv formats.   PAR reports may also interact with Syslog 
and SNMP trap data and be exported to a receiver or 
collector.  Firewall logs, SMTP and SNMP trap information 
is also made available.  

Optional Session Recording and Playback

PAR appliances can be enhanced to include session 
security controls via the add-on eGuardPost software or 
in conjunction with an eGuardPost appliance.  eGuardPost 
proxies all authorised sessions providing extensive 
recording and playback facilities.  Enhanced capabilities 
of the joint solution include  session authorisation, auto-
login of session, full session recording and playback.   

PAR Solution Feature Highlights
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