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Fact or Fiction

Debunking the Top 5 Misconceptions

about Vulnerability Management
Understanding the true nature of vulnerability management will allow
organizations to better mitigate risk and to ultimately strengthen the

synergy between IT security and operations.
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Overview
Vulnerability management can be a powerful means
toward reducing the threat surface within an enterprise

IT environment. But because vulnerability manage-

ment has been around in some form or another for so
long there has been plenty of time for the din of market-
ing-speak from various vendors to confuse users about
the true nature of vulnerability management tools and
practices. The following are some of today’s most
common myths perceived about vulnerability manage-
ment, along with explanations for why these beliefs are

false.

All vulnerability management systems are

created equally.

The Facts:
One of the biggest myths held by those purchasing

security solutions is that all vulnerability systems are
alike. However, there are many details in each that
can affect performance and, ultimately, usefulness of
the system. When evaluating a system it is critical to
look at the source of vulnerability definitions used to
assess the environment, how well the system inte-
grates with the IT infrastructure and how actionable
the information is that is produced by the system. Ide-
ally a system should link vulnerabilities to as many
standard vulnerability classifications as possible,
such as CVE, BugTraq and |AVA codes. And most
importantly, it should be integrated within the archi-
tecture to be able to automate and report on reme-
diation to the greatest extent possible. Unfortunately,
many vulnerability management systems on the mar-
ket today fail to include this key element of automated
remediation, making it an arduous task to actually fix

the vulnerabilities found during assessment.

Patching is the only way to remediate

vulnerabilities.

The Facts:

Even non-security experts understand that many
of the vulnerabilities within an organization’s infra-
structure come by way of bugs and coding prob-
lems in their vendors’ software. As a result patch
management rightfully gets a lot of attention as a
powerful means to remediate vulnerabilities. But

patch management is only half of the vulnerability

management picture. The other half is configura-
tion and change management. According to both
Forrester Research and Gartner analysis, more
than 40 percent of application downtime is caused

by configuration problems.

Vulnerability management best practices call for

both up-to-date patches and flawless configura-

tions to mitigate risks that can cause downtime or

potential data breaches. Sound security configura-

tion management tools and processes will not only

address certain vulnerabilities left untouched by
patching, they can also be a way to reduce risk
when a patch cannot be administered. For exam-
ple, take a certain little-used process that is always
on by default. If that process is found to be flawed
but the patch to fix it causes some other unrelated
but vital process to break, it might make sense to
change the default and turn that process off rather
than installing the patch. For this reason the best
vulnerability management tools will marry both

patch management and configuration management

in a single package.



http://www.lumension.com/vulnerability-management?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/industry.jsp?id=123864&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management/patch-management-software.jsp?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management/patch-management-software.jsp?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management/security-configuration-management.jsp?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management/security-configuration-management.jsp?rpLangCode=1&rpLeadSourceId=736

Fact or Fiction - Debunking the Top 5 Misconceptions about Vulnerability Management

Agent-less solutions are better than

agent-based.

The Facts:

Over the years the debate over vulnerability man-
agement system agents on the endpoint has raged,
spurred on primarily by rhetoric from vendors who
only offer one choice of assessment method.
Those in the agent camp say an agent is a best
way to enforce patch and configuration levels on a
consistent and ongoing basis. Those for agent-less
systems believe that network scanning can offer a
better view of a dynamic network environment, ex-
amining and discovering new machines that may
not have agents and other vulnerabilities that might
not be found with an agent. The truth of the matter
is that both sides are right—both agents and net-
work scanning offer their own intrinsic strengths.
So why should an organization have to choose be-
tween these methods? A truly thorough vulnerabili-
ty management system should be able to offer both
agent and agent-less assessment and remediation
capabilities. Without both methods, an organiza-
tion is bound to leave a gaping hole within their

vulnerability management activities.

In the case of solely relying on agents, an organi-
zation can potentially be blindsided by devices and
laptops without agents installed that connect to the
network. Working only with an agent-less system
leaves the possibility open that a device or laptop
may not always be connected during a scan, there-
by falling through the cracks. Taking advantage of
both techniques takes advantage of each side’s

strengths while eliminating their weaknesses.

Vulnerability management technology will always

give you a big-picture view of risk.

The Facts:

Because all vulnerability management tools are not
created equally, many of them can fail to offer their
purchaser a fully fleshed view of the risk suffered
due to vulnerabilities. Many tools that are evolved
from the old guard of what was once the vulnerabil-
ity assessment market are often guilty of producing
long and detailed vulnerability reports that tend to

offer a myopic look at the flaws in an environment.

These reports are often not correlated to the con-
figuration controls in place within the network envi-
ronment. This makes it difficult to comprehensively
mitigate risk through change and configuration
management without the vulnerability system indis-
criminately throwing up a red flag because a patch
has not been installed. Additionally these laundry
list reports offer little in the way of actionable or
prioritized information. They are meant to be pro-
duced by the security team, which then typically
lobs the reports over to an already beleaguered
operations team to handle the problems in a ‘fire-

fighting’ mode.

Without that integration of automated patch man-
agement and remediation these tools make it dif-
ficult to not only evaluate and prioritize risks posed

by vulnerabilities, but to also act upon that informa-

tion.



http://www.lumension.com/vulnerability-management/software-vulnerability-assessment.jsp?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management/software-vulnerability-assessment.jsp?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management/software-vulnerability-assessment.jsp?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management/patch-management-software.jsp?rpLangCode=1&rpLeadSourceId=736
http://www.lumension.com/vulnerability-management/patch-management-software.jsp?rpLangCode=1&rpLeadSourceId=736

Fact or Fiction - Debunking the Top 5 Misconceptions about Vulnerability Management

Installing vulnerability management system

solves all of your vulnerability problems.

The Facts:

A good vulnerability management system can pro-
vide the make-or-break difference for a success-
ful security program. But it is not a panacea. Risk
cannot be solved, it can only be mitigated. And be-
cause vulnerabilities and the threat surface chang-
es every day, that risk is a moving target. Which

means that vulnerability management systems at
their very core are not install-and-forget tools.

In order to maximize the power of a solid vulner-
ability management system, an organization must
set the right policies and procedures in place. Ide-
ally the organization should get a picture of the cur-
rent landscape and the risks posed by known vul-
nerabilities and then set a configuration baseline
that mitigates the risks deemed most important to
that enterprise based on threat relevance and the
importance of affected systems. The organization
then needs to be constantly adjusting the baseline
to new vulnerabilities and threats that crop up. The
trick is to pick the tool that most easily allows the
organization to automatically enforce that baseline

policy once it has been set.

Automated and Streamlined
Vulnerability Management

The majority of your business risk can be miti-
gated through effective vulnerability management.
By combining network based asset discovery and
agent-based vulnerability management, Lumen-

sion® Vulnerability Management gives operational
and security teams an integrated and streamlined

solution for policy management, assessment, en-

forcement, compliance, and change management.

Lumension Vulnerability Management is ideal for
heterogeneous IT environments, managing multiple
operating systems, such as Windows, Linux, UNIX,
0OSX, and the wide range of applications that run
on them. Using open standards such as NIST and
CVE, the solution ensures that as vulnerabilities
continue to attack your computing environment,
your system is aware of and can deal proactively

with constantly evolving patches.

In addition to subscription-based secure configu-
ration content and checklists available from the
National Vulnerability Database, Lumension Vul-
nerability Management embraces open standards.
You can create, import, and map custom configu-
ration policy contents and regulatory compliance
schemes, such as NIST SP 800-68, NSA Security
Guide, DISA Security Guide, Microsoft Security
Best Practice Guide, and incorporate your own

specific best practices or local regulations as ap-

propriate.
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About Lumension

Lumension, a global leader in operational endpoint
security, develops, integrates and markets secu-
rity software solutions that help businesses pro-
tect their vital information and manage critical risk

across network and endpoint assets.

Lumension enables more than 5100 customers
worldwide to achieve optimal security and IT suc-
cess by delivering a proven and award-winning so-
lution portfolio that includes Vulnerability Manage-
ment, Endpoint Protection, Data Protection, and
Reporting and Compliance offerings. Lumension
is known for providing world-class customer sup-

port and services 24x7, 365 days a year.

Headquartered in Scottsdale, Arizona, Lumension
has operations worldwide, including Virginia, Flori-
da, Luxembourg, the United Kingdom, Spain, Aus-
tralia, India, Hong Kong and Singapore. Lumension:
IT Secured. Success Optimized. More information

can be found at www.preventia.co.uk

@ Lumension:

IT Secured. Success Optimized.”
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